
F o c u s  THEME 

INTRODUCTION 
Until recently establishing an electronic 
distribution channel necessitated a major 
financial effort for a company as it in- 
volved costly and know-how intensive 
development of custom applications. By 
now, however, a considerable number of 
Integrated Electronic Commerce Systems 
(IECS) have become commercially avail- 
able from a variety of vendors. Such sys- 
tems promise to support within an inte- 
grated software system all aspects of 
electronic commerce from the stage of 
product identification-through the agree- 
ment phase all the way to the settlement 
of a deal and customer support services. 
A closer look at such products, though, 
reveals considerable differences in the 
amount of functionality supported and 
the suitability for different types of ap- 
plications. What most IECS have in 
common today is their focus on retailing 
operations. Solutions tailored to the 
characteristics of the business-to-business 
sector or the specific needs of certain 
vertical markets are only slowly starting 
to appear. Thus, a certain amount of 
custom development is usually unavoi- 
dable. 

CATALOG OF EVALUATION CRITERIA 
The following catalog of evaluation cri- 
teria is meant to provide practitioners 
with a framework for analyzing the 
market for IECS and be ofhelp in reaching 
sound purchase decisions taking into 
account the specific characteristics of a 
business. It has already been applied in 
an extensive study of the IECS market (see 
Lincke et al. 1997). Besides essential 
technical aspects the main emphasis is put 
on the degree to which the different 
phases of an electronic market transaction 
are supported. 

COMPANY PROFILE 
Establishing a corporate presence in the 
electronic market space and setting up the 
necessary services and organizational 
processes to ensure electronic handling of 
business relations in their entirety requires 
considerable investments. Depending on 
the IECS product chosen and the kinds of 
services planned implementation costs can 
range from US$60'000 up to beyond US$ 
1 Mio. After initial setup additional human 
and financial resources need to be al- 
located to ensure professional main- 
tenance of the platform and content. Thus, 
investments in this area are of a long-term 
nature. 

As no standards have evolved yet in the 
market for IECS, solutions from different 
vendors are generally incompatible with 
each other. Once a decision for a certain 
product has been made there is a certain 
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dependence on the manufacturer that 
should not be underestimated considering 
the high investments a change of platform 
would require. Therefore, the market 
potential and economic prospect of the 
manufacturer should definitely be taken 
into account when evaluating an IECS. 
Especially since the market for internet 
commerce software is still very short-lived 
and many promising startup companies 
vanish again within just a few months. 

Furthermore, aspects of achieving syn- 
ergies and integration with established 
information systems should be taken into 
account when deciding on a vendor. To 
exploit the full potential of an electronic 
distribution channel, tight integration with 
order and inventory management systems 
etc. is essential. For companies that are 
running their operations on standard 
software (e.g. SAP R/3, Peoplesoft etc.) web 
extension modules offered by those 
vendors (e.g. SAP'S Internet Transaction 
Server) might be an option worth consi- 
dering. 

PLATFORM SUPPORT 
IECS available today differ considerably 
in their technical architecture. However, 
concerning their logical architecture and 
the partitioning of functionality usually 
similar structures can be observed. Typi- 
cally a three-tier architecture is employed 
which divides the system into presentation 
services jointly provided by a web server 
and a browser residing on the client, an 
application server on which business logic 
is executed and a database backend for 
data storage (see Fig. 1). 
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Concerning their openness and support for 
heterogeneous environments notable dif- 
ferences exist between the solutions avail- 
able today. While affordable solutions at 
the low end often are only available for 
the Windows NT operating system most 
high-end solutions feature a modular 
structure, which allows for the distribu- 
tion of components on different operat- 
ing system platforms and database sys- 
tems. 

I Generally, in this respect products can be 
differentiated according to the operating 
systems and database management sy- 
stems they support and the (industry) 
standards they comply with: 

Operating Systems 
Unlike low-end solutions which tend to 
be available solely on the Microsoft fam- 
ily of operating systems most high-end 
systems tend to be available on a whole 
range of operating systems including the 
major UNIX derivatives. 

Database Management Systems 
(DBMS) 
Most IECS don't depend on a certain da- 
tabase product to be used in conjunction 
with it and usually a database server is 
not or only optionally included in the 
package. When deciding on a DBMS, easy 
integration with established information 
systems should be of foremost concern 
in order to ensure fast and reliable data 
exchange. If possible it is advisable to use 
the same database product with an IECS 
that other corporate applications are 
based on. Otherwise it is important to 
ensure that appropriate middleware is 
available that will allow data exchange 
to take place through replication or batch 
loading. 

Most IECS running on Microsoft ope- 
rating systems support ODBC as a data- 
base interface, thereby enabling any 
ODBC-compliant database to be used as 
the storage backend. UNIX-based solu- 
tions, on the other hand, tend to only sup- 
port a limited selection of databases via 
their faster native interfaces. 

Standards Compliance 
While high-end products tend to provide 
a whole range of programming interfaces, 
low-end solutions are usually severely lim- 
ited in their degree of end-user 
customizability and often don't provide 
any programming interfaces at all. In or- 
der to cut down on the development ef- 
fort when developing custom extensions 
an important buying criterion should be 
the degree to which open (industry) stand- 
ards are supported. Besides Internet stand- 
ards like CGI and several important ven- 
dor specific APIs (e.g. Microsoft DCOM, 
ActiveX etc.) the Object Management 
Group's CORBA standard is increasingly 
raking on the role of a universal 
middleware standard for distributed ap- 
plications. 

SCALABILITY 
Planning in advance for the right degree 
of scalability of an electronic commerce 
platform ist just as important as ensuring 
the quality and usability of such a plat- 
form on the content side. Only appropri- 
ate sizing and scalability of hardware and 
software components can guarantee 
smooth operation even under substantial 
transactional growth conditions. Thus, 
before committing to a specific product it 
is crucial to carry out an in-depth analy- 
sis of the kind of usage patterns and the 
transaction load that are to be expected 
in daily operation. 

hlall Support 
In addition to enabling a single orga- 
nization to establish an electronic many 
of the high-end IECS offer the option of 
accommodating a whole range of sepa- 
rate businesses in the form of an electronic 
mall. Considering the substantial costs 
involved in creating an independent pres- 
ence on the Internet a presence within an 
electronic mall can prove to be a worth- 
while alternative especially for small and 
medium size enterprises. In such an envi- 
ronment services of the agreement and set- 
dement phase can be centrally provided 
by the mall operator without a need for 
each single company to replicate those 
services. 

Transaction Load 
Besides organizational considerations, a 
precise estimate of the transaction load 
that is to be expected and its future growth 
path is essential. In addition to affecting 
the choice of IECS software product this 
also has a direct impact on the kind and 
size of hardware infrastructure needed and 
operating and database management sys- 
tems. 

On the side of the IECS modularity and 
the ability to distribute the components 
throughout a network is critical. Especially 
CORBA-based solutions tend to be highly 
scalable as they allow single components 
of the overall system to be distributed to 
different size servers and operating sys- 
tems according to load handling require- 
ments. Frequently, however, the actual 
bottleneck is the database backend. While 
single-user databases (e.g. Microsoft Ac- 
cess) are inappropriate for most small in- 
stallations, even low-end database server 
products offer an affordable and viable 
solution for most small to medium size 
installations. Large implementations with 
very high transaction rates should opt for 
enterprise level solutions from vendors like 
Oracle, IBM, Informix etc. . 

SUPPORT FOR SPECIFIC 

MARKET SEGMENTS 
While some IECS take a generic approach 
and feature a modular structure that of- 
fers a high degree of freedom in assem- 
bling a system that accommodates spe- 
cific business requirements, other products 
focus on optimally supporting the needs 
of a certain market segment. Generally, a 
differentiation into two distinct types of 
segments can be made: 

6 Business to consumer / retail operations 
+ Business to business 

Each of these sectors can be characterized 
along the dimensions of content (cha- 
racterization of the kind of content and 
content-related s e ~ c e s  offered), tmns- 
action (types of transactions being carried 
out] and personalization (use of support- 
ing personalization services). 
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Business to Consumer 
At the heart of online retail operations is 
the electronically supported selling of 
goods and s e ~ c e s  by vendors to end con- 
sumers. 

Content: 
Products are presented to customers by 
way of electronic product catalogs. Easily 
navigable, browsing-oriented user inter- 
faces, multimedia enhanced content de- 
sign and support for marketing promo- 
tions are some of the key aspects in this 
context. 

Transaction: 
The subject of transactions can be either 
physical goods and services or digital 
goods, where an option of electronic 
fulfillment can be offered. Key aspects 
include electronic shopping cart systems, 
credit card based electronic payment, or- 
der status tracking and notification sys- 
tems etc. 

Personalization: 
Personalization is an especially interest- 
ing feature in the retail sector as it can 
give a store operator fine grained control 
over what content is presented to specific 
types of customers. By implementing a 
target marketing concept each single cus- 
tomer can be provided with his personal 
store featuring promotions with a high 
likelihood to fall within his interests. Pro- 
file information is derived from personal 
data given out by customers, but in ad- 
vanced solutions can also be derived from 
implicit user feedback 

Figure 2 
Phase model of an electric 

market transaction 

Business to Business 
The business-to-business sector is char- 
acterized on one hand by traditional long- 
term business relationships but on the 
other hand also by new kinds of ad-hoc 
deals facilitated by the increased trans- 
parency in electronic markets. 

Content: 
Corporate customers are not that interested 
in fancy graphics as their main interest is 
in accessing relevant information fast and 
efficiently. Thus, clearly structured con- 
tent enabling efficient navigation and 
search for relevant product information 
is of foremost concern. Ease of use can be 
further increased by offering value added 
retrieval services, e.g. full text search me- 
chanisms and product attribute based 
search interfaces. 

Transaction: 
While basic properties of transactions re- 
main the same as in retail operations, fully 
accommodating business requirements 
will usually demand support for ED1 and 
the tight integration of external applica- 
tions and processes. 

Personalization: 
In the business sector, the ability to cus- 
tomize content presentation for individual 
customers can be useful in adding value 
to customer support offerings. E.g. a soft- 
ware or hardware vendor can offer tai- 
lored support s e ~ c e s ,  so that a customer 
will only be presented with bug f ~ e s ,  up- 
date options or spare parts that match his 
specific configuration. 

END-TO-END SUPPORT FOR 

BUSINESS PROCESSES 
Ideally, an IECS should provide end-to- 
end support for carrying out business 
transactions (LindemannlRunge 1997). 

This means that every single step in the 
transaction process is to be electronically 
supported by some system component - 
starting with the selection of goods and 
services from an electronic product 
catalog, followed by reaching a 
contractual agreement between buyer and 
seller on the purchase conditions to be 
applied and settlement of the deal through 
payment and shipping of goods all the 
way to customer support services 
throughout the lifetime of a purchased 
product. End-to-end support is a core cri- 
terion in the assessment of electronic 
commerce applications and forms a ba- 
sic requirement in reference models for 
electronic markets (SchmidILindemann 
1998). 

Most IECS available today claim to fulfill 
this criterion. However, while their sup- 
port in certain areas like electronic prod- 
uct catalogs tends to be very comprehen- 
sive they often fall short of their promises 
in other areas, especially in their support 
for the agreement and after-sales phases. 
To facilitate a systematic analysis of the 
strengths and weaknesses of IECS in this 
context a separation of the market trans- 
action into several distinct phases can be 
helpful. In chronological order these are 
the information phase, the agreement 
phase, the settlement phase and the af- 
ter-sales phase (see Fig. 2): 

Electronic 
Product Catalogs 

Search Engines 

Price Discovety 

Contract 

Electronic Payment 

Logistic Services 

Insurance Services 

Customer Support 
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INFORMATION PHASE 
In the information phase potential custo- 
men acquire an overview of the market 
by gathering information on suppliers and 
products which seem to be suited to sat- 
isfy their specific needs. On the system side 
these activities are supported by directory 
s e ~ c e s  and electronic product catalogs 
(Schmid 1996, Lincke 1997). While early 
proponents of electronic product catalogs 
mainly consisted of not much more than 
a set of static pages, practically all IECS 
available today support dynamic 
geheration of catalog pages from product 
data stored in relational databases. This 
also enables the construction of powerful 
search interfaces allowing the search for 
products based on attribute values. 

Concerning the flexibility with which 
product information can be rearranged, 
however, considerable differences exist 
between the available IECS. The most 
advanced systems are able to combine user 
profile information with catalog data 
thereby allowing content to be tailored to 
the preferences and needs of each 
individual user. 

With specialized products of a high 
complexity (e.g. tool machines), where 
often a plethora of model specific options 
is available, the support of online 
configuration management applications 
can be of tremendous value to customers. 
Such applications allow users to safely put 
together an integrated solution without the 
danger of ending up with a misconfigured 
product. However, due to the their high 
specificity such s e ~ c e s  are beyond the 
scope of today's IECS. 

Agreement Phase 
Within the agreement phase conditions of 
the transaction are negotiated which allow 
for an agreement to be reached. The result 
is a legally binding contract between the 
market partners. While in general only a 
price policy according to the 'take it or 
leave it" principle is supported, some IECS 
allow special purchase conditions, rebates 
etc. to be applied for individual customers 
based on user profile information. 

For the calculation of taxes which tend to 
differ according to geographic location 
and type of product sold most IECS provide 
interfaces for the integration of third-party 
products or custom developed modules. 

Settlement Phase 
In the settlement phase the agreed-upon 
terms of the contract are fulfilled. 
Depending on the type of good or service 
to be exchanged the settlement phase can 
have varying sub-functions. The terms for 
e.g. physical goods may include pac- 
kaging, transport, storage and insurance. 
Besides a range of electronic payment 
methods (for an in-depth analysis of 
electronic payment systems available in 
IECS see Himmelspach et al. 1996) a 
service should be provided that allows for 
the tracking of the delivery status of 
orders. For the case of digital goods 
mechanisms for online delivery are 
another important aspect. 

The level of support for these functions is 
very uneven among the available IECS. 
Many of them are only prepared to handle 
physical goods. Among the different kinds 
of payment methods supported credit card 
based systems are clearly dominating and 
SET seems to be slowly evolving into the 
dominant payment technology employed. 
Some IECS targeting specifically the 
business-to-business seg-ment also offer 
ED1 interfaces for the exchange of order 
and payment in-formation. 

In order to enable the provision of order 
status tracking and inventory checking 
services many products provide pro- 
gramming interfaces that allow links to 
external order and inventory management 
systems to be created. 

After-Sales Phase 
After a deal has been closed it is impor- 
tant to maintain continuous contact with 
a customer in order to forge close ties 
and encourage repeat visits and pur- 
chases, e.g. by offering help with any 
product-related problems, regularly send- 
ing him updated product information. 
notifying him about special promotions 
etc. 

Basically, customer support applications 
can be divided into two different types: 

+ Synchronous applications 
These kinds of applications cover the 
typical helpdesk scenario where a 
customer and a support representative 
confer with each other in real time. 
Unlike a traditional call center ap- 
plication, however, communication 
takes place within chat rooms or 
through internet-based video or audio 
conferencing. In addition chat rooms 
can also be used by vendors to 
facilitate contact and exchange of 
experiences within their customer 
base. Also hybrid technologies 
marrying call center applications with 
web content are slowly starting to 
appear. 

+ Asynchronous applications 
A classical application of this type are 
electronic discussion groups like the 
USENET newsgroups that have been 
available for many years. Such 
discussion groups enable the exchange 
of information not only between 
customers and manufacturers but also 
among customers. Other customer 
support services that fall in this 
category are mailing lists and product 
knowledge and problem solving 
databases that can be queried by 
customers. 

The support for this kind of functiona- 
lity in IECS is minimal to non-existent 
today. With few exceptions services like 
discussion groups or chat rooms require 
the installation and integration of 
additional specialized application servers. 
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SECURITY 

As the Internet represents an open public 
network special attention has to be paid 
to security concerns when establishing an 
electronic distribution channel. In the 
context of IECS two kinds of security 
aspects can be differentiated each 
requiring specific measures: 

+ System security 
System security needs to ensure that 
an IECS platform and other information 
systems linked to it can not be 
maliciously compromised. Besides the 
use and proper configuration of a 
secure operating system platform this 
calls for the implementation of a 
firewall which screens and prevents 
unauthorized external accesses to the 
internal network and only exposes 
specific network services. As firewalls 
are complex systems consisting of 
hard- and software components they 
need to be evaluated separately from 
an IECS solution. 

+ Data and application security 
Measures of data and application 
security are concerned with protect- 
ing data from being tampered with that 
is exchanged between customers and 
an IECS. Besides guaranteeing the au- 
thenticity of the communicating par- 
ties involved, maintaining confiden- 
tiality, integrity and non-repudiation 
of exchanged data is critical. Over the 
last few years the SSL protocol has 
evolved into a standard solution for 
these kinds of requirements. SSL as 
well as most electronic payment me- 
chanisms are based on public key cryp- 
tography. 

PROGRAMMING ~NTERFACES AND 

THIRD-PARTY COMPONENTS 
Frequently, the standard functionality of 
an IECS cannot satisfy specific business 
requirements. Provided the product offers 
a set of application programming inter- 
faces (API) custom extension modules can 
be developed to provide the missing func- 
tionality. Besides the extent to which 
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standard functionality can be customized 
and extended through APIs, the range of 
programming languages and development 
environments supported should be taken 
into account when evaluating an IECS. 
Some vendors of IECS also maintain part- 
nerships programs through which busi- 
ness partners offer extension modules to 
their IECS solutions, which often can ob- 
viate the need for expensive in-house 
custom development. 

CONCLUSIONS 
The evaluation criteria for IECS discussed 
above have been used in an extensive 
evaluation of IECS solutions for compa- 
nies in the tool machinery industry in 
Switzerland (for the full study see Lincke 
et al. 1997). Unfortunately, none of the 
solutions that were examined fulfilled the 
requirements of a comprehensive elec- 
tronic commerce application. Besides in 
properties of a technical nature (e.g. op- 
erating system and database support) 
products differed mainly in their orien- 
tation towards specific business sectors 
(retail or business-to-business) and the 
extent to which they achieved end-to-end 
support for business transactions. The 
majority of solutions available today are 
tailored to the requirements of retail 
operations. Basically, the amount of 
functionality supporting the different 
phases of a market transaction is steadily 
decreasing from the information up to the 
after-sales phase. While rich electronic 
product catalogs and search mechanisms 
are a feature of almost any IECS offer- 
ing, hardly any of them offer any sup- 
port for the after-sales phase today. 

For most companies, especially those in 
the business-to-business sector, this 
means that no suitable shrink wrapped 
software solutions are available today. 
Therefore, the aspect of extensibility of 
IECS products is of special importance to 
them as a comprehensive set of pro- 
gramming interfaces can allow them to 
take advantage of suitable components 
of an IECS while not being restricted by 
its limitations. 
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