
Endorsements, Licensing, and lnsurance for Electronic 
Commerce 

The users of systems supporting electronic commerce rely on the service 
providers with which they transact business. Because such systems span 
multiple organizations, it is difficult for users to assess the security and 
competence of such service providers. This artlcle~looks at the issue of confi- 
dence in distributed systems. When confidence is lacking in traditional commer- 
ce, endorsements, licensing, liability insurance, and surety bonds are used to 
compensate. We show that by Incorporating such assurances into distributed 
systems, users are better able to evaluate the risks incurred when using a 
particular service provider. 

In electronic commerce, local applica- sued by governmental bodies, are rarely 
tions rely on remote service providers to revoked, and are on occasion obtained 
participate in electronic transactions. fraudulently. A license rarely provides 
These service providers are typically informationregardingthequalityofaserv- 
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judged by their users' organizations to be 
secure and competent to perform the 
offered services. At present, most elec- 
tronic commerce is conducted between 
participants with external contacts and is 
governed by paper agreements outside 
the system. With such agreements in 
place, users have an existing means to 
assess confidence in service providers. 
As the conduct of electronic commerce 
increasingly occurs between parties that 
have no pre-existing relationships with 
one another, customers will have a hard- 
ertime assessing the character and com- 
petence of service providers. In the 'real 
world' customers may rely on licensing, 
endorsements, liability insurance and 
surety bonding to compensate for such 
lack of confidence. For example, in the 
United States the Better Business Bu- 
reau provides information and assuranc- 
es about local businesses to potential 
customers. In computer systems, such 
assurances can be represented as elec- 
tronic certificates digitally signed by the 
licensing authority, endorser, or insur- 
ance provider. Such assurance creden- 
tialswould be granted to a service provid- 
er after it meets the requirements set by 
the organization issuing the credentials 
[2]. lnformation describing the implemen- 
tation of such credentials can be found in 
[I]. 

Assurance Credentials 

, A license is a credential that indicates 
a service provider is legally authorized to 
provide a service. It indicates that the 
service provider has been found to meet 
certain minimal qualifications required by 
law, and that the service provider is sub- 
ject to regulation and sanctions if found to 
be violating the law. The extent to which 
licensed service providers are monitored 
varies depending on the service, but is 
usually minimal. Licenses usually are is- 

ice. 
An endorsement provides assurance 

that a service provider meets more rigor- 
ous requirements determined by the en- 
dorser, and usually provides information 
about the quality of a service provider, 
often as compared with other service 
providers. One's confidence in an en- 
dorsed service provider depends in part 
upon one's confidence in its endorsers. 
In addition to services, products may also 
be endorsed. For example, the Under- 
writers Laboratories endorses products 
as compliant with established safety 
standards. 

While an endorsement or license as- 
sists in determining the level of risk in- 
volved in dealing with a service provider, 
a liability insurance policy or surety bond 
provides a client with a means to recover 
damages in the event of a loss that is the 
fault of the service provider. 

Reduction of Risk 
When a user deals with an insured or 

bonded service provider, the risk of mal- 
feasant or misfeasant behavior on the 
part of the service provider is partially 
transferred from the userto the insurance 
provider. Premiums for insurance are 
based on the level of risk assumed by the 
insurance provider. To be competitive, 
insured service providers may adopt pol- 
icies to reduce this premium, potentially 
resulting in improved security for the dis- 
tributed system as a whole. 

The concept of a license, endorse- 
ment, insurance policy, and surety bond 
is the same, differing solely in the limits 
and source of compensation in the event 
of a loss. Licensing usually provides no 
compensation by the licensing authority, 
endorsements provide no contractual lia- 
bility on the part of the endorser (although 
they might be sued anyway), and insur- 
ance and surety bonding provide con- 
tractual liability by the insurance provid- 
er. 

To utilize assurance credentials, dis- 
tributed applications must be modified to 

request and verify the credentials, and to 
also decide whether those credentials 
are sufficient to meet a user-specified 
server assurance policy. A user's server 
assurance policy identifies the assuranc- 
es required for each class of application 
and identifies the assurance grantors from 
whom assurances will be accepted. Usu- 
ally a users' organization will provide a 
default configuration for use by its mem- 
bers. Users may extend the default set- 
tings, and may define their own.configu- 
ration for non-business use. Such config- 
uration information may be maintained in 
a configuration database, a distributed 
directory service, or a configuration file to 
be accessed by each application at run 
time. 

Assurance Criteria 
The server assurance criteria will be 

different for different classes of applica- 
tions. For example, the use of a banking 
server may require proof of insurance 
issued by the FDIC, while acceptance of 
insurance credentials issued by an insur- 
ance provider may require the combina- 
tion of an endorsement by A.M. Best with 
a particular rating, and a license from a 
governmental insurance commission. 

Because the server assurance criteria 
defines a subset of network servers with 
which a user can interact, it defines a 
custom view of the network. lnformation 
about the assurances available for each 
service provider could be stored in direc- 
tory service entries for each service pro- 
vider, making it easier for user applica- 
tions to choose servers that meet the 
assurance criteria [3]. Similarly, some 
endorsers might provide directories of 
endorsed service providers making it even 
easier to identify candidate providers. 

Presence of assurance credentials 
should not by itself grant confidence in a 
service provider. The contribution of such 
credentials towards improving confidence 
must depend in part on one's confidence 
in the endorser or insurance provider 
itself. There are many insurance compa- 
nies, many organizations granting en- 
dorsements, and many jurisdictions issu- 
ing licenses. It is not practical to list all 
such assurance providers as part of each 
user's server assurance criteria. Instead, 
such criteria may identify organizations 
authorized to grant assurances for other 
assurance providers. 

Such transitive assurance is familiar 
from the insurance industry. Insurance 
companies are rated and endorsed by 
agencies such as A.M. Best. In many 
jurisdictions, insurance companies must 
be registered, and a portion of every 
premium dollar goes to a government 
fund to make good on claims with insur- 
ance companies that fail. This backing 
constitutes insurance for the insurance 
provider itself. Transitive assurance may 
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extend to an arbitrary depth, but longer 
chains generally promote less confidence. 
Where assurance is rated, heuristics are 
needed for deriving the combined assur- 
ance rating from the metrics and limits 
associated with the individual credentials 
involved. Such heuristics are a topic for 
further study. 

Though confidence in an endorser or 
insurance provider is important, self-en- 
dorsement and self-insurance are also 
meaningful. Self-endorsement or self-in- 
surance is analogous to marketing claims 
and warranties today. While such claims 
by a service provider might not instill as 
much confidence as outside endorse- 
ments and insurance, they can assist the 
user in differentiating between a produc- 
tion service and a prototype. They also 
allow a service provider to make claims 
regarding the efforts made to keep the 
service available. 

example, C does not have confidence 
directly in the insurance provider, but will 
accept the endorsement of E3, an organ- 
ization that rates insurance companies. 
Client C will also find that service provid- 
ers S1 and S2 are licensed by licensing 
agency L2, indicating that L2 has found 
each server competent in offering its serv- 
ices. The licensing authority L2 has not 
been endorsed directly, but is recognized 
as the appropriate licensing agency by C. 
It is unlikely that the networkof assurance 
relationships will be strictly hierarchical, 
although the network will contain compo- 
nents that are hierarchical. By not impos- 
ing a hierarchy, clients gain greater flex- 
ibility in specifying server selection poli- 
cies. 

Conclusion 
This article examined the use of li- 

censing, endorsements and insurance 

Computer and Communications Security 
[ I  1. Gennady (Ari) Medvinsky contributed 
to the early design of the system de- 
scribed in this article. 
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Figure 1: A network of trust relationships 

Scenario 
As licensing, endorsements and in- 

surance are integrated with distributed 
system services, networks of assurance 
relationships will evolve. Figure 1 shows 
how such a network might appear. In the 
figure, dark arrows indicate a depend- 
ence on the correct operation of the des- 
tination of the arrow. Light arrows indi- 
cate that the source of the arrow will 
provide assurance for the service provid- 
er to which the arrow points. Dashed 
arrows indicate implied confidence. In 
this example, client C requests service 
from service provider, S2. To provide this 
service S2 subcontracts to service pro- 
vider S1. C's confidence in the composite 
service'depends on the assurance pro- 
vided for both S1 and S2. To improve 
customer confidence, S1 and S2 pur- 
chase a liability insurance policy from 
insurance provider 11. As long as C has 
confidence in 11, this provides assurance 
that C will be compensated in the event of 
damages caused by S1 or S2. In this 

as several options for assessing confi- 
dence and evaluating the risks incurred 
when conducting electronic commerce 
with unfamiliar service providers. The 
approaches may be implemented elec- 
tronically as asingle mechanism, but with 
different parameters. The degree of as- 
surance required will differ from client to 
client, and from application to applica- 
tion. Service providers will obtain licens- 
es, endorsements, insurance policies, and 
surety bonds to offer prospective clients 
greater assurance in their ability to con- 
duct theirtrade. With a financial incentive 
to improve the security and reliability of 
their systems, service providers will final- 
ly have a means to justify investment in 
security. With a basis for selecting serv- 
ice providers, users will have a means for 
choosing servers that can meet their op- 
erational and security requirements. 
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